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Appendix B - Classful IP Addressing

Practice Exercises

1. Complete the following table which provides practice in converting a number from
binary notation to decimal format.

Binary 128| 64| 32| 16 8 4 2 1 Decimal

11001100 1 1 0 0 1 1 0 0 | 128+64+8+4 = 204
10101010
11100011
10110011
00110101

2. Complete the following table which provides practice in converting a number from
decimal notation to binary format.

Decimal | 128| 64 | 32| 16 8 4 2 1 Binary

48 0 0 1 1 0 of o 0 | 48=32+16=00110000 ,
222
119
135
60

3. Express 145.32.59.24 in binary format and identify the address class:

4. Express 200.42.129.16 in binary format and identify the address class:

5.  Express 14.82.19.54 in binary format and identify the address class:




Solutions to Classful IP Addressing Practice Exercises

1. Complete the following table which provides practice in converting a number from
binary notation to decimal format.

Binary 128 64| 32| 16 8 4 2 1 Decimal
11001100 1 1| ol ol 1] 1[0 o0 204
10101010 1 of 1 o] 2] o 1] o0 170
11100011 1 1] 1 0| o 0] 1] 1 227
10110011 1 of 1| 1] of o] 1] 1 179
00110101 0 ol 1| 1| of 1] 0] 1 53

2. Complete the following table which provides practice in converting a number from
decimal notation to binary format.

Decimal 128| 64| 32| 16 8 4 2 1 Binary
48 0 0 1 1 0 0 0 0 0011 0000
222 1 1 0 1 1 1 1 0 1101 1110
119 0 1 1 1 0 1 1 1 0111 0111
135 1 0 0 0 0 1 1 1 1000 0111
60 0 0 1 1 1 1 0 0 0011 1100

3. Express 145.32.59.24 in binary format and identify the classful prefix length.
10010001.00100000.00111011.00011000 /16 or Class B

4. EXxpress200.42.129.16 in binary format and identify the classful prefix length.
11001000.00101010.10000001.00010000 /24 or ClassC

5. Express14.82.19.54 in binary format and identify the classful prefix length.
00001110.01010010. 00010011.00110110 /8 or ClassA




Appendix C - Subnetting Examples

Subnetting Exercise #1

Assume that you have been assigned the 132.45.0.0/16 network block. Y ou need to
establish eight subnets

1. binary digits are required to define eight subnets.

2. Specify the extended-network-prefix that allows the creation of 8 subnets.

3. Expressthe subnetsin binary format and dotted decimal notation:

#0

#1

#2

#3

H4

#5

#6

#1

4. List therange of host addresses that can be assigned to Subnet #3 (132.45.96.0/19).

6. What isthe broadcast address for Subnet #3 (132.45.96.0/19).




Subnetting Exercise #2

1. Assumethat you have been assigned the 200.35.1.0/24 network block. Define an
extended-network-prefix that allows the creation of 20 hosts on each subnet.

2. What isthe maximum number of hosts that can be assigned to each subnet?

3. What is the maximum number of subnets that can be defined?

4. Specify the subnets of 200.35.1.0/24 in binary format and dotted decimal notation.

5. List range of host addresses that can be assigned to Subnet #6 (200.35.1.192/27)




6. What is the broadcast address for subnet 200.35.1.192/277?

Solution for Subnetting Exercise #1

Assume that you have been assigned the 132.45.0.0/16 network block. Y ou need to
establish 8 subnets.

1. Threebinary digits are required to define the eight subnets.

2. Specify the extended-network-prefix that allows the creation of 8 subnets.
/19 or 255.255.224.0

3. Expressthe subnetsin binary format and dotted decimal notation:

Subnet #0: 10000100.00101101. 00000000. 00000000 132. 45. 0.0/ 19
Subnet #1: 10000100.00101101.00100000. 00000000 = 132.45. 32.0/19
Subnet #2: 10000100.00101101.01000000. 00000000 = 132.45.64.0/19
Subnet #3: 10000100.00101101.01100000. 00000000 = 132.45.96. 0/ 19
Subnet #4: 10000100.00101101.10000000. 00000000 = 132.45.128.0/19
Subnet #5: 10000100.00101101.10100000. 00000000 = 132. 45. 160. 0/ 19
Subnet #6: 10000100.00101101.11000000. 00000000 = 132.45.192.0/19
Subnet #7: 10000100.00101101.11100000. 00000000 = 132.45.224.0/ 19

4. List therange of host addresses that can be assigned to Subnet #3 (132.45.96.0/19).
Subnet #3: 10000100.00101101.01100000. 00000000 = 132. 45. 96. 0/ 19

Host #1: 10000100. 00101101. 01100000. 00000001 = 132.45.96. 1/ 19
Host #2: 10000100. 00101101. 01100000. 00000010 = 132.45. 96. 2/ 19
Host #3: 10000100. 00101101. 01100000. 00000011 = 132.45.96. 3/ 19

132. 45.127. 254/ 19

Host #8190: 10000100.00101101.01111111.11111110

4. What isthe broadcast address for Subnet #3 (132.45.96.0/19)?
10000100. 00101101. 01111111, 11111111 = 132. 45. 127. 255/ 19




Solution for Subnetting Exercise #2

1. Assumethat you have been assigned the 200.35.1.0/24 network block. Define an
extended-network-prefix that allows the creation of 20 hosts on each subnet.

A minimum of five bits are required to define 20 hosts so the extended-network-

prefix isa/27 (27 = 32-5).

2. What is the maximum number of hosts that can be assigned to each subnet?

The maximum number of hosts on each subnet is 25-2, or 30.

3. What is the maximum number of subnets that can be defined?

The maximum number of subnetsis 23, or 8.

4. Specify the subnets of 200.35.1.0/24 in binary format and dotted decimal notation.

Subnet
Subnet
Subnet
Subnet
Subnet
Subnet
Subnet
Subnet

#0:
#1:
#2:
#3:
#4.
#5:
#6:
#7:

11001000. 001000

11. 00000001. 00000000

11001000. 001000

11. 00000001. 00100000 =

11001000. 001000

11.00000001. 01000000

11001000. 001000

11. 00000001. 01100000

11001000. 001000

11.00000001. 10000000

11001000. 001000

11.00000001. 10100000

11001000. 001000

11. 00000001. 11000000

11001000. 001000

11. 00000001. 11100000

= 200.
200.
= 200.
= 200.
= 200.
= 200.
= 200.
= 200.

35.
35.
35.
35.
35.
35.
35.
35.

.0/ 27

.32/ 27
. 64/ 27
. 96/ 27
. 128/ 27
. 160/ 27
. 192/ 27
. 2241 27

PR R RRRPREPR

5. List range of host addresses that can be assigned to Subnet #6 (200.35.1.192/27)

Subnet #6:

Host #1

Host #2:
Host #3:

Host #2
Host #3

9:
0:

11001000. 00100011. 00000001. 11000000

11001000. 00100011

. 00000001.

11000001

11001000. 00100011

. 00000001.

11000010

11001000. 00100011

. 00000001.

11000011

11001000. 00100011

. 00000001.

11011101

11001000. 00100011

. 00000001.

11011110

= 200.

200. 35. 1.
200. 35. 1.
200. 35. 1.

200. 35.
200. 35.

6. What is the broadcast address for subnet 200.35.1.192/277?

11001000. 00100011. 00000001. 11011111 = 200. 35.

1.223

35

e

.1.192/ 27

193/ 27
194/ 27
195/ 27

. 221/ 27
. 222/ 27



Appendix D - VLSM Example

VLSM Exercise
Given

An organization has been assigned the network number 140.25.0.0/16 and it plansto
deploy VLSM. Figure C-1 provides agraphic display of the VLSM design for the
organization.

140.25.0.0/16

7 X

== =)= 000 =0m= =7m=
Figure C-1: Address Strategy for VLSM Example
To arrive at this design, the first step of the subnetting process divides the base network
addressinto 8 equal-sized address blocks. Then Subnet #1 isdivided it into 32 equal-
sized address blocks and Subnet #6 is divided into 16 equal-sized address blocks.
Finally, Subnet #6-14 is divided into 8 equal-sized address blocks.
1. Specify the eight subnets of 140.25.0.0/16:

#0

#1

#2

#3

#4

#5

#6

#1




2. List the host addresses that can be assigned to Subnet #3 (140.25.96.0):

3. Identify the broadcast address for Subnet #3 (140.25.96.0):

4. Specify the 16 subnets of Subnet #6 (140.25.192.0/19):

#6-0

#6-1

#6-2

#6-3

#6-4

#6-5

#6-6

#6-7

#6-8

#6-9

#6-10

#6-11




#6-12

#6-13

#6-14

#6-15

. List the host addresses that can be assigned to Subnet #6-3 (140.25.198.0/23):

. ldentify the broadcast address for Subnet #6-3 (140.25.198.0/23):

. Specify the eight subnets of Subnet #6-14 (140.25.220.0/23):

#6-14-0

#6-14-1

#6-14-2

#6-14-3

#6-14-4

#6-14-5

#6-14-6

#6-14-7




8. List the host addresses that can be assigned to Subnet #6-14-2 (140.25.220.128/26):

9. Ildentify the broadcast address for Subnet #6-14-2 (140.25.220.128/26).:

Solution for VLSM Exercise
1. Specify the eight subnets of 140.25.0.0/16:

Base Network: 10001100.00011001. 00000000. 00000000 = 140.25. 0.0/ 16

Subnet #0: 10001100. 00011001. 00000000. 00000000 = 140. 25. 0. 0/ 19

Subnet #1: 10001100. 00011001. 00100000. 00000000 = 140. 25. 32. 0/ 19
Subnet #2: 10001100. 00011001. 01000000. 00000000 = 140. 25. 64. 0/ 19
Subnet #3: 10001100. 00011001. 01100000. 00000000 = 140. 25. 96. 0/ 19
Subnet #4: 10001100. 00011001. 10000000. 00000000 = 140.25.128.0/ 19
Subnet #5: 10001100. 00011001. 10100000. 00000000 = 140. 25.160. 0/ 19
Subnet #6: 10001100. 00011001. 11000000. 00000000 = 140. 25.192. 0/ 19
Subnet #7: 10001100. 00011001. 11100000. 00000000 = 140. 25. 224. 0/ 19

2. List the host addresses that can be assigned to Subnet #3 (140.25.96.0)

Subnet #3: 10001100.00011001.01100000. 00000000 = 140. 25.96. 0/ 19

Host #1: 10001100. 00011001. 01100000. 00000001 = 140. 25.96. 1/ 19
Host #2: 10001100. 00011001. 01100000. 00000010 = 140. 25. 96. 2/ 19
Host #3: 10001100. 00011001. 01100000. 00000011 = 140. 25. 96. 3/ 19

Host #8189: 10001100.00011001.01111111.11111101 = 140. 25. 127. 253/ 19
Host #8190: 10001100.00011001.01111111.11111110 = 140. 25. 127. 254/ 19




3. Identify the broadcast address for Subnet #3 (140.25.96.0)

10001100. 00011001.01112111. 11111111 = 140. 25.127. 255

4. Specify the 16 subnets of Subnet #6 (140.25.192.0/19):

Subnet #6: 10001100. 00011001. 11000000. 00000000 = 140. 25.192. 0/ 19

Subnet #6-0: 10001100.00011001.11000000. 00000000 = 140. 25.192. 0/ 23
Subnet #6-1: 10001100.00011001.11000010. 00000000 = 140. 25.194. 0/ 23
Subnet #6-2: 10001100.00011001.11000100. 00000000 = 140. 25. 196. 0/ 23
Subnet #6-3: 10001100.00011001.11000110. 00000000 = 140. 25.198. 0/ 23
Subnet #6-4: 10001100.00011001.11001000. 00000000 = 140. 25. 200. 0/ 23

Subnet #6-14: 10001100.00011001.11011100. 00000000 = 140. 25. 220. 0/ 23
Subnet #6-15: 10001100.00011001.11011110. 00000000 = 140. 25. 222. 0/ 23

5. List the host addresses that can be assigned to Subnet #6-3 (140.25.198.0/23):

Subnet #6-3: 10001100.00011001.11000110. 00000000 = 140. 25.198. 0/ 23

Host #1 10001100. 00011001.11000110. 00000001 = 140. 25.198. 1/ 23
Host #2 10001100. 00011001.11000110. 00000010 = 140. 25.198. 2/ 23
Host #3 10001100. 00011001. 11000110. 00000011 = 140. 25.198. 3/ 23
Host #4 10001100. 00011001. 11000110. 00000100 = 140. 25.198. 4/ 23
Host #5 10001100. 00011001. 11000110. 00000110 = 140. 25.198. 5/ 23

Host #509 10001100. 00011001.11000111. 11111101 = 140. 25. 199. 253/ 23
Host #510 10001100. 00011001.11000111. 11111110 = 140. 25. 199. 254/ 23

6. ldentify the broadcast address for Subnet #6-3 (140.25.198.0/23)

10001100. 00011001. 11000111. 11111111 = 140. 25. 199. 255




7. Specify the eight subnets of Subnet #6-14 (140.25.220.0/23):

Subnet #6- 14:

Subnet #6- 14- 0:
Subnet #6- 14-1;
Subnet #6- 14- 2:
Subnet #6- 14- 3:
Subnet #6- 14- 4:
Subnet #6- 14- 5
Subnet #6- 14- 6:
Subnet #6- 14- 7:

10001100.

00011001.

11011100.

10001100.

00011001.

11011100.

10001100.

00011001.

11011100.

10001100.

00011001.

11011100.

10001100.

00011001.

11011100.

10001100.

00011001.

11011101.

10001100.

00011001.

11011101.

10001100.

00011001.

11011101.

10001100.

00011001.

11011101.

00000000

00000000
01000000 =
10000000 =
11000000 =
00000000 =
01000000
10000000
11000000

= 140.

= 140.

140.
140.
140.
140.

= 140.
= 140.
= 140.

25.2

25.2
25.2
25.2
25.2
25.2
25.2
25.2
25.2

20. 0/ 23

20. 0/ 26

20. 64/ 26
20. 128/ 26
20. 192/ 26
21.0/ 26

21. 64/ 26
21.128/ 26
21.192/ 26

8. List the host addresses that can be assigned to Subnet #6-14-2 (140.25.220.128/26):

Subnet #6- 14-2: 10001100. 00011001. 11011100. 10000000

Host
Host
Host
Host
Host

Host

Host

#1
#2
#3
#4
#5

#61
#62

10001100.

00011001.

11011100.

10000001

10001100.

00011001.

11011100.

10000010 =

10001100.

00011001.

11011100.

10000011

10001100.

00011001.

11011100.

10000100 =

10001100.

00011001.

11011100.

10000101

10001100.

00011001.

11011100.

10111101

10001100.

00011001.

11011100.

10111110

= 140. 25. 220. 128/ 26

= 140.
140.
= 140.
140.
140.

140.

25.
25.
25.
25.
25.

25.

140. 25. 220

9. Identify the broadcast address for Subnet #6-14-2 (140.25.220.128/26):

10001100. 00011001.11011100. 10111111

= 140. 25. 220. 191

220.
220.
220.
220.
220.

220.

129/ 26
130/ 26
131/ 26
132/ 26
133/ 26

189/ 26
. 190/ 26



Appendix E - CIDR Examples

CIDR Practice Exercises
1. Listtheindividua networks numbers defined by the CIDR block 200.56.168.0/21.

2. Listtheindividual networks numbers defined by the CIDR block 195.24/13.




3. Aggregate the following set of (4) 1P /24 network addresses to the highest degree
possible

212.56.132.0/ 24
212.56.133.0/ 24
212.56. 134. 0/ 24
212.56. 135. 0/ 24

4. Aggregate the following set of (4) 1P /24 network addresses to the highest degree
possible.

212.56. 146. 0/ 24
212.56. 147. 0/ 24
212.56. 148. 0/ 24
212.56. 149. 0/ 24

5. Aggregate the following set of (64) 1P /24 network addresses to the highest degree
possible.

202.1.96. 0/ 24
202.1.97.0/ 24
202. 1. 98. 0/ 24
202.1.126. 0/ 24
202.1.127. 0/ 24
202.1.128. 0/ 24
202.1.129. 0/ 24
202. 1. 158. 0/ 24
202. 1. 159. 0/ 24

6. How would you express the entire Class A address space asasingle CIDR
advertisement?




7. How would you express the entire Class B address space asasingle CIDR
advertisement?

8. How would you express the entire Class C address space asasingle CIDR
advertisement?

Solutions for CIDR Pracitice Exercises
1. Listtheindividua networks numbers defined by the CIDR block 200.56.168.0/21.
a. Expressthe CIDR block in binary format:
200. 56. 168. 0/ 21 11001000. 00111000. 10101000. 00000000

b. The/21 mask is 3 bits shorter than the natural mask for atraditional /24. This

means that the CIDR block identifies a block of 8 (or 23) consecutive /24
network numbers.

c. Therange of /24 network numbers defined by the CIDR block 200.56.168.0/21
includes:

Net #0: 11001000.00111000.10101000. xxxxxxxx 200. 56. 168.
Net #1: 11001000.00111000.10101001. xxxxxxxx 200. 56. 169.
Net #2: 11001000.00111000.10101010. xxxxxxxx 200. 56. 170.
Net #3: 11001000.00111000.10101011. xxxxxxxx 200. 56. 171
Net #4: 11001000.00111000.10101100. xxxxxxxx 200. 56. 172.
Net #5: 11001000.00111000.10101101. xxxxxxxx 200. 56. 173.
Net #6: 11001000.00111000.10101110. xxxxxxxx 200. 56. 174.
Net #7: 11001000.00111000.10101111. xxxxxxxx 200. 56. 175.

[eNeoNeoNoNolNoNoNo

2. Listtheindividual networks numbers defined by the CIDR block 195.24/13.
a. Expressthe CIDR block in binary format:
195.24.0.0/13 11000011. 00011000. 00000000. 00000000

b. The/13 mask is 11 bits shorter than the natural mask for atraditional /24. This

means that the CIDR block identifies a block of 2,048 (or 211) consecutive /24
network numbers.



c. Therange of /24 network numbers defined by the CIDR block 195.24/13

include:
Net #0O: 11000011. 00011000. 00000000. xXXXXxXxx 195.24.0.0
Net #1: 11000011. 00011000. 00000001. xxxxXxxxx 195.24.1.0
2.0

Net #2: 11000011. 00011000. 00000010. xxxxxxxx 195. 24.

Net #2045: llOOOOil.OOOlllll.llllllOl.XXXXXXXX 195. 31. 253.0
Net #2046: 11000011.00011111.11111110. xxxXXxXxx 195.31.254.0
Net #2047: 11000011.00011111.11211111. xxxxxxxx 195.31.255.0

3. Aggregate the following set of (4) IP /24 network addresses to the highest degree
possible.

212.56.132. 0/ 24
212.56. 133. 0/ 24
212.56.134.0/ 24
212.56.135.0/ 24

a. List each addressin binary format and determine the common prefix for all of
the addresses:

212.56. 132. 0/ 24 11010100. 00111000. 10000100. 00000000
212.56. 133. 0/ 24 11010100. 00111000. 10000101. 00000000
212.56. 134. 0/ 24 11010100. 00111000. 10000110. 00000000
212.56. 135. 0/ 24 11010100. 00111000. 10000111. 00000000

Conmmon Prefi x: 11010100. 00111000. 10000100. 00000000

b. The CIDR aggregationis:
212.56.132. 0/ 22

4. Aggregate the following set of (4) 1P /24 network addresses to the highest degree
possible.

212.56. 146. 0/ 24
212.56. 147.0/ 24
212.56.148. 0/ 24
212.56.149. 0/ 24

a. List each addressin binary format and determine the common prefix for all of
the addresses:

212.56. 146. 0/ 24 11010100. 00111000. 10010010. 00000000
212.56. 147. 0/ 24 11010100. 00111000. 10010011. 00000000
212.56. 148. 0/ 24 11010100. 00111000. 10010100. 00000000
212.56. 148. 0/ 24 11010100. 00111000. 10010101. 00000000




b. Notethat this set of four /24s cannot be summarized asasingle /23!

212.56. 146. 0/ 23 11010100. 00111000. 10010010. 00000000
212.56. 148. 0/ 23 11010100. 00111000. 10010100. 00000000

c. TheCIDR aggregationis:

212.56. 146. 0/ 23
212.56. 148. 0/ 23

Note that if two /23s are to be aggregated into a/22, then both /23s must fall within a
single/22 block! Since each of the two /23sis amember of a different /22 block,
they cannot be aggregated into asingle /22 (even though they are consecutive!).

They could be aggregated into 222.56.144/21, but this aggregation would include
four network numbers that were not part of the original alocation. Hence, the
smallest possible aggregate is two /23s.

Aggregate the following set of (64) IP /24 network addressesto the highest degree
possible.

202.1.96. 0/ 24
202.1.97. 0/ 24
202. 1. 98. 0/ 24
202.1.126. 0/ 24
202.1.127.0/ 24
202.1.128. 0/ 24
202. 1. 129. 0/ 24
202. 1. 158. 0/ 24
202. 1. 159. 0/ 24

a. List each addressin binary format and determine the common prefix for all of
the addresses:

202.1.96.0/ 24 11001010. 00000001. 01100000. 00000000
202.1.97.0/ 24 11001010. 00000001. 01100001. 00000000
202.1.98.0/ 24 11001010. 00000001. 01100010. 00000000
202.1.126.0/24 11001010. 00000001.01111110. 0O000000
202.1.127.0/ 24 11001010. 00000001.01111111. 00000000
202.1.128.0/ 24 11001010. 00000001. 10000000. 00000000
202.1.129.0/ 24 11001010. 00000001. 10000001. 0O000000
202.1.158.0/24 11001010. 00000001. 10011110. OO0O00000
202.1.159.0/ 24 11001010. 00000001. 10011111. OO0O00000

b. Note that this set of 64 /24s cannot be summarized asasingle /19!

202.1.96.0/19 11001010. 00000001. 01100000. 00000000
202.1.128.0/19 11001010. 00000001. 10000000. 00000000




c. TheCIDR aggregationis:

202.1.96.0/19
202.1.128.0/19

Similar to the previous example, if two /19s are to be aggregated into a/18, the /19s
must fall within asingle /18 block! Since each of these two /19sis a member of a
different /18 block, they cannot be aggregated into asingle /18. They could be
aggregated into 202.1/16, but this aggregation would include 192 network numbers
that were not part of the original allocation. Thus, the smallest possible aggregateis
two /19s.

. How would you express the entire Class A address space asasingle CIDR
advertisement?

Since the leading bit of all Class A addressesisa"0", the entire Class A address
space can be expressed as 0/1.

. How would you express the entire Class B address space asasingle CIDR
advertisement?

Since the leading two bits of all Class B addresses are 10", the entire Class B
address space can be expressed as 128/2.

. How would you express the entire Class C address space asasingle CIDR
advertisement?

Since the leading three bits of all Class C addresses are "110", the entire Class C
address space can be expressed as 192/3.



